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Executive Summary

Legacy access control systems have failed today’s Enterprise. Legacy access control systems,
requiring end-to-end ownership and an inordinate amount of trust in end users to “do the right
thing” have resulted in embarrassing failures. It’s not that these security measures were always
ineffective — today’s usage model and the underlying ownership and trust assumptions are
completely different than when originally implemented. It’s time to redesign and refactor the
information security and trust models to meet the data protection, usability challenges and
requirements of the modern era.

This white paper identifies the weaknesses inherent in legacy systems due to evolution passing them
by, and presents an architecture that simultaneously enables both advanced data protection and
superior usability through the use of virtualization technologies. A key benefit of a security model
centered on virtualization technologies is agility — the ability to rapidly respond to changing
requirements and deliver defensible security measures and results. This is particularly essential in
the deeply collaborative intelligence and information-sharing models that have rapidly evolved over
the last decade.

The recent Wikil.eaks exposure of classified U.S. government data should not create confusion or
raise the question of “how could this have bappened?” It is in fact a question of “how could this
not have happened?” The compromised systems were implemented with basic access control and
limited audit capabilities, and did not effectively prevent information extraction from the secure
enterprise datacenter or provide real-time awareness of any exfiltration. Unauthorized users were
able to remove hundreds of thousands of sensitive and classified documents exposing foreign
interests, critical U.S. resources, and global strategic and tactical needs. Sadly, this is not an
isolated case of insufficient security measures or an event limited to the US Federal Government.
Similar data exploitations have and will continue to afflict the commercial sectors, including
industries such as banking, finance, healthcare and pharmaceuticals.

The critical lapse in information security has exposed a twofold concern:
- How does an enterprise provide secure access to controlled information?
- What is the ability of that enterprise to fully audit said access and distribution of
information?

Security issues are greatly exacerbated by an increasingly dispersed and distributed workforce
across the globe. In today’s Enterprise those entities host local data stores of information,
effectively creating far too much local data at rest on the physical access device (desktop endpoint)
with limited mechanisms to manage the use of mass storage devices or analytics of usage patterns to
prevent exfiltration of data. Furthermore, despite the enterprise’s best efforts to support remote
access to information, there are limited to no means by which to control the actual content from
leaving the datacenter if the appropriate policies and controls are not in place.

The focus of this white paper is to present a refactoring of the status-quo approach of data access
and content security. For the enterprise to fully protect itself from the realities associated with
today’s work environment, it must embrace a paradigm shift predicated on bringing the user to the
data, not the data to the user. Data must remain within the protective confines of the enterprise
datacenter, and users should only be granted access to the data necessary to complete their assigned
task.
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Introduction

Today, enterprise operations take place across the world, ever-complicated
with a growing dependence on inter-agency collaboration and international
cooperation. There is an increased workforce reliance on information
sharing and the legacy distributed computing architectures in place today
that strains the enterprise, forcing it to either tighten access to the point
where a user can no longer perform his work, or forcing loose security
policies, potentially providing the means by which information can be
exploited. The narrowing of the world footprint due to advances in
information technology, electronic collaboration and content sharing has
enabled enterprise data to be at risk, in more places and in more ways than
ever before. With a need for greater amounts of information in less time,
users will continue to identify ways to circumvent enterprise policies that are
perceived as keeping them from accomplishing their work in the time they
see as vital to their success. This, in effect, provides an opening for those
interested in removing vast amounts of enterprise information, against
enterprise policies.

The enterprise is faced with a growing, distributed global workforce, adding
to an increased need to share information. Servicing this distributed
workforce continues to dissolve the enterprise perimeter, making it harder to
define and defend. There are increased touch points with sensitive data
passing through scores of end-user devices, work locations, business
applications and foreign networks. As such, never before has data been
more prolific or vulnerable. For every organization, data is what an
enterprise lives on, providing a discernable and distinguishing competitive
edge, be it the banking or pharmaceutical industries or governments looking
to enhance their position on the global arena. As the adage goes,
information is power, and unfortunately, the proliferation of illegally
obtained data is becoming the next great world conflict. With each touch
point serving as a site for a potential breach, information security has never
been a more important goal.

Most enterprise data is created, shared, and disseminated via software
applications that are the lifeblood of the enterprise — worker productivity
tools, transactional applications and collaborative content sharing. These
applications are increasingly being utilized on any number of end user
devices — Desktop PCs, laptops, tablets, etc. Many applications are accessing
information from non-enterprise owned devices, leaving it with limited to no
visibility to attest to the integrity of the access device or whether peripherals
have been attached to the device to remove data.

Information is power,
and unfortunately, the
proliferation of illegally
obtained data is
becoming the next
great world conflict.
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Gaining control over data is the key to maintaining enterprise information
security. The enterprise must move toward implementing a system that is
predicated on several key enabling factors:

- Data/ Information never leaves the datacenter

- All communications take place across a secure VPN connection

- Policy-driven access to data and applications

- Endpoint attestation and user authentication must occur prior to

entering enterprise environment

Traditional Information Security Measures Have
Failed Us

Traditional measures do not stand up to modern enterprise and regulatory
compliance demands. These existing models rely on deploying security
controls using a traditional application deployment model, and then trying
in vain to manage what is beyond their control. Unfortunately, this
approach is inefficient and unsafe, yielding diminishing returns. The
Enterprise must rethink its security policies to focus on access to the data
and not simply the network or the endpoint.

Corporate PC:
A constant reactive
struggle to secure

How much data is
staying outside
of your organization?

Printed Copies:
How do you control
who reads them?

Laptops: How much
sensitive data is at risk if
lost or stolen?

Firewall:
Is everything on the
inside really safe?

Datacenter: The only
place you can fully
secure, physically

and logically

Contractors:
How much of your

Day Extenders: data can they see?

Who is watching them?

The Insecure Enterprise — Traditional tools do not extend far enough to protect critical business data.

The traditional approach to application deployment and distributed
computing puts fragile applications onto the endpoint, requiring local data
storage. Distributed computing results in an overly complex, productivity-
choking inflexibility and is costly to design, build and maintain. Enterprise
control of these complex parts requires full end-to-end ownership of all
component parts, which does not lend itself to true cross-enterprise
collaboration.  An enterprise is required to manage applications, OS,
profiles, etc. for each endpoint, everywhere, resulting in an inherent
complexity when managing and sustaining the environment. Furthermore,
once the system is in place, auditing distributed data is rendered ineffective
as there is no true control mechanism to manage data movement once on
the local machine, or worse yet, a USB mass storage device is utilized to

offload the data.
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A Philosophical Change Needed: Bring the User to the
Data, Not the Data to the User

How do you develop an enterprise system that enables a user to perform his work
while limiting unauthorized distribution or review of content? Start with the
philosophical acceptance that the primary issue is not about a data leak. The
fundamental paradigm shift is about bringing the user to the data, not the data to
the user and full audit capabilities of each user’s activity. Many IT organizations
rely on restricting access to mitigate risk, enforcing strict barriers to entry that
corporate data gets into only the right hands. Access is an all-or-nothing
proposition. Once access is granted, anything goes. Most access policies are not
granular enough and don’t accommodate the many work scenarios of the modern
enterprise — or how these scenarios may require quick change or modification of
access policies and controls. When access is unduly limited or cumbersome, worker
productivity suffers. Limiting access for the majority due to the potential threat of
the malicious minority does not promote a successful enterprise environment.

The enterprise must adopt a new approach to information access and security that
defies traditional tools and focuses on protecting sensitive data in use throughout the
organization and beyond. Policy-based security practices must be employed based
on the overall environment or situation, real time. When this new approach is
adopted, the enterprise’s security and user experience is enhanced. The future
Enhanced Enterprise looks to leverage the capabilities of Commercial Off the Shelf
(COTS) application and desktop virtualization products, implementing them to
create separation layers between the user, applications, operating systems and the
data. By dynamically assembling these components in real time, policy controls can
determine what can be viewed, from where, on what device, allowing the Enhanced
Enterprise to retain control of the content with no residual data on the endpoint.

The Enhanced Enterprise would be able to exercise its control intelligently, based on
true and complete insight into user activity. It could then use this insight to delegate
access and use of data using granular controls that could be easily and quickly
modified for various work scenarios, allowing view only for one application and
print capabilities with another. All activity would be monitored in a way to provide
total accountability for data behavior so that compliance requirements are easily
met.

User productivity and performance would not be compromised as a result of
applying this new methodology of virtualizing a user’s workload with centrally
managed virtual applications and desktops. It is not practical, or necessary, for full
applications, complete with all their inherent data and code, to travel great distances
and put critical corporate information at risk. By bringing the user to the data and
leveraging virtual application technology, only a representation of the actual content
is ever transmitted over the network, leveraging a known protocol capable of
portioning traffic over virtual channels and enabling the Enterprise to provide for
granular control to user data.

The
fundamental
paradigm shift
is about
bringing the
user to the
data, not the
data to the
user...
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Virtualization: A New Eco-System

Virtualization enables the enterprise to circumvent physical deployment of application and
desktops by isolating or abstracting applications and full desktops on the host server and
then delivering only the application or desktop required by the user operation on demand.
The user gains access through a simple network login to connect with a “picture” of the
application or desktop. The delivered application is fully sandboxed from the user OS,
registry, applications and data, allowing the enterprise to define required interaction and
deny prohibited interaction.

Application virtualization is an essential component of the Enhanced Enterprise delivery
infrastructure. Application virtualization streamlines security by leveraging application
delivery, not deployment, to support regulatory compliance and security objectives. With
application delivery, the end user receives only what’s needed for interaction with the
application when, where and while it is needed while the application, as well as all of its
associated data, are safely stored in the datacenter under complete enterprise control.
Application virtualization prevents data from leaving the datacenter without explicit
permission. With applications secure in the datacenter, and not scattered throughout the
enterprise, it is much easier to manage applications and their related data. The host server
dynamically updates each session, ensuring all security patches and updates are current and
up to date. Furthermore, policy based controls can be established managing user access to
particular applications dependent on their location, the system they are logging in from, the
time of day or from which network they are accessing the datacenter.

The underlying premise of application delivery is its ability to separate the use of the
application from where the application lives, enabling the enterprise to house and protect
sensitive information without influence of network conditions or end-user computing
devices. The user’s physical location or machine of choice is rendered irrelevant. With
application deployment, on the other hand, applications and their data live on an
individual device, which is difficult, if not impossible, to secure. Instead, by implementing
application delivery, the enterprise need only focus on fortifying security efforts at the
datacenter where security fixes and access policies are quickly and easily implemented for
the entire organization.

The right application virtualization solution provides great insight into user activity to
support the intelligent use of policy controls based on real-life scenarios and not
generalized network use. Built-in endpoint scans and policy controls take into account each
user’s role, device characteristics and network conditions to determine which applications
and data they are authorized to access. This access defines whether the user is
automatically connected to a particular set of applications directly, virtualized or not
allowed access at all. These dynamic attributes also define where users may store and print
sensitive information. Such strong data and application security measures decrease the
potential for inappropriate exposure of enterprise information, enabling the Enhanced
Enterprise to have full control of the application and the content accessed at all times.
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Desktop virtualization enables a user’s complete virtual workload to be delivered to
the user endpoint device with no residual data value. By leveraging a trusted
delivery protocol, only display changes are sent to the user’s endpoint device. This
enables the enterprise to deliver a rich user experience, with a full Windows desktop
and all applications enabling the user to perform their work while centrally
managing the workload images. Furthermore, security is enhanced with a virtual
desktop solution as each virtual desktop is assigned his own IP address, creating a
more trusted backend environment with dedicated VPN connections available per
virtual machine, per workload.

Client-side bare metal hypervisor virtualization is the next generation of desktop
computing. By leveraging the power of both hardware and software to provide
multiple instances of a full OS workload from the same device while enabling the
enterprise to have full control and awareness of the platform provides for the richest
security platform.

Security Benefits of Application Virtualization: Online
and Offline Enterprise Control of Access and Content

Application virtualization acts as an abstraction layer between user system and user
access by isolating the actual application, from the user client OS. It remotely
displays the representative content of each application in an encapsulated, isolated
instance, independent of whether the applications are local executed (streamed apps)
or hosted on datacenter server infrastructure. Application access security starts with
a secure-by-design approach. By allowing only screen updates, mouse clicks, and
keystrokes to traverse the network, content remains securely stored in the datacenter
while only bit map changes are sent over the wire. Since no true content is sent over
the wire to the end user’s device, no data is stored on the device and is at risk of theft
or loss. In addition, as the application is executed in the datacenter, consistent
access, encryption and logging are available for all applications and centralized patch
management ensures that enterprise users are all working off of the identical
patched/updated version of the applications, with all security controls and policies
updated to reflect the most recent threat needs.
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There are inherent security features built into the right application virtualization
solution, such as that provided by Citrix XenApp, that enable the enterprise to further
lock the user’s environment down, preventing illegal data movement or storage.

- One-way copy/paste Enterprise mechanism to set policy controls of how data is
transferred from the virtual application running in the datacenter to the physical
access endpoint device itself. By implementing application virtualization, the
enterprise can control the movement and transfer of sensitive information from the
security of the datacenter to the unknown state of the user’s endpoint device. The
user is enabled to perform his work in a rich, virtual environment but not allowed to
transfer data by copying/pasting content from a virtual application to their physical
endpoint applications running in the background. Conversely, the enterprise can
control copy/paste of content from the physical environment into the virtual
environment. These controls are policy-based and centrally managed by the
enterprise administrator and cannot be tampered with by the end user.

- Peripheral/ USB access control Depending on the enterprise, certain endpoint
devices are enabled to receive USB mass storage devices and keyboard/ mouse
peripherals. The enterprise must be enabled to support USB mass storage devices
on demand and have the ability to restrict their use in those environments where
security practice and policies prohibit their use. By disabling their use when
connected to a remote enterprise work session, the enterprise can further increase
its security posture by ensuring content is not exfiltrated via the small and portable
devices. It should have the ability to determine whether a device is allowed,
allowed to connect to a remote application virtualization session and if so, what
level of access the user has when accessing a particular application, server or
environment. The user then either has read-only access, write access only, either
read/write access or no access to transfer data. The level of granular control
should extend to the certain USB device class allowed or prohibited. With a higher
level of control, the enterprise can enforce all USB devices to be completely shut
out from being leveraged to remove content from the protected environment.

- Print control Application delivery must provide the enterprise with a greater level of
control of user printing. The enterprise should have the flexibility to control local or
network printing and whether printing is on or off per application.

- Network/local printing control
- Print screen key (or applicable key combinations) control
- Win7 snipping tool defeat

- Profile management controls By implementing application delivery architecture, an
added security benefit is the ability to control and manage all profile attributes. One
such advantage is the ability to allow the user profile information loading to be
postponed until the logon process is completed. The user profile can be set to:

- Load settings on-demand
- Pre-cache files of specific sizes
(download in background)
- Cache entire profile after logon
(download in background)
- Modified settings updated to profile intermittently without requiring logoff
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- Furthermore, policy and profile management is enabled through active directory
- Security controls defined and enforced centrally by the enterprise, and applicable
for each application
- Rich role- and context-based features for dynamic security
- Auditing, Logging, Reporting and Alerting

- Encrypted data plug-in for offline usage If locally stored data is necessary to perform one’s
workload while offline or on a device that is not enterprise-owned, the enterprise can consider
extending the delivery infrastructure to manage a compartmented partition on a disk drive and
remotely manage the access to this data. It can encrypt relevant application data in dedicated
workspace, while seamlessly accessing, storing, sharing and transferring data safely from the
local endpoint to the enterprise data store.

Securing the Endpoint

Today’s enterprise may require support for projects and collaborative environments that
must leverage local endpoint resources to support demanding applications requiring
hardware support or offline system usage. Furthermore, it may also require their users to
access enterprise resources from endpoint devices that are managed and owned by other
organizations. With enhanced capabilities controlling data flow into and out of the
datacenter that come with a Citrix virtualized infrastructure, the endpoint systems that use
the information and applications remain the highest risk and most difficult to control
component as proven by the WikilLeaks Afghan War Diary, Iraqg War Logs and U.S. State
Department diplomatic cables releases.  Due to increased interconnectivity and
collaboration, information could be accessed from endpoint systems that are owned and
managed by external organizations. From the enterprises’ perspective, these unmanaged
client systems are the highest risk points.



